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•

Non-public Personal Information (“NPPI”):
– Personally identifiable data such as information provided by a
customer on a form or application, information about a customer’s
transactions, or any other information about a customer which is
otherwise unavailable to the general public.
– NPPI includes first name or first initial and last name coupled with
any of the following:
• Social Security Number
• Driver’s license number
• State-issued ID number
• Credit or debit card number
• Other financial account numbers
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Common “Title”Documents
ContainingNPPI
Identification(Driver’sLicense,passport,
etc.)

UniformResidentialLoanApplication
(Form1003)
BorrowerTaxReturns

TitleOrder Form

LenderEngagementLetter

PayoffLetter

Identification(Driver’sLicense,passport,
etc.)

EscrowAgreementswithTaxSearches

SettlementStatement(HUDͲ1)

RealEstateTransferTaxForms

IRSForm4506ͲT,RequestforTranscriptof Affidavits
TaxReturns
IRSFormWͲ9,RequestforTaxpayer
RecordableDocs
IdentificationNumberandCertification
PayoffLetter

TitleBill
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1.
2.

3.

4.

5.

Gramm-Leach Bliley Act (GLBA)
Federal Trade Commission (FTC)

Privacy Rule (1999)

Safeguard Rule (2003)

Disposal Rule (2005)
Consumer Financial Protection Bureau (CFPB)

April 2012 Bulletin

Supervisory Highlights (2012)
Office of the Comptroller of the Currency (OCC)

Interagency Guidelines Establishing Standards for Safeguarding Customer
Information (2001)

Third Party Relationship Bulletin (Oct. 2013)
American Land Title Association (ALTA)
1.

6.

“Best Practices” for Title Insurance and Settlement Companies (Jan 2013)

State Agencies & Regulators (State Attorney General, Department of Insurance,
Attorney Professional Codes of Conduct)
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Gramm-Leach Bliley Act (GLBA)
• Enacted

date: November 12th, 1999
• Effective date: November 18th, 2000
• Compliance date: July 1st, 2001
•Covers “financial institutions”
• Real Estate and Title companies included in definition of
“financial institutions”
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1. North Carolina General Statute 122C-52:
Confidentiality:
- “No individual having access to confidential
information may disclose that information.”
- “Each client has the right that no
confidential information acquired be
disclosed.”
- “Unauthorized disclosure of confidential
information is a Class 3 misdemeanor, and
is punishable by a fine up to $500.”

2. North Carolina has adopted the American Bar
Association’s (ABA) Rules of Professional Responsibility.
-

-

ABA Model Rule 1.6(a) (duty of confidentiality): “A lawyer shall not
reveal information acquired during the professional relationship with
a client unless the client gives informed consent, the disclosure is
impliedly authorized in order to carry out the representation or the
disclosure is permitted by paragraph (b).”
It is now commonly accepted in the legal profession that this duty
applies to client information in computer and information systems.
Comment 18: notes that lawyers are required “to act competently
to safeguard information relating to the representation of a
client against unauthorized access by third parties and against
inadvertent or unauthorized disclosure by the lawyer or other
persons who are participating in the representation of the client or
who are subject to the lawyer’s supervision.”

2/2014

3. New York State Bar Association v. Federal Trade Commission
- “every state has its own legislative or judicial rules pertaining to the
practice of law that prohibit lawyers from disclosing information
about their clients to third parties and that the GLBA would not add
anything to the local regulations.”
- The court pointed out that “the legal guidelines within the legal
profession are very similar to the disclosure requirements of the
GLBA”, also stating that this area is typically left to states to enforce.
- “Pre-existing state ethical rules that govern attorneys, would be
prohibited from affiliating with financial institutions and, as a result of
the affiliation, disclosing clients’ information without their clients’
consent.”
- The ABA stated during trial that “professional conduct rules in
every state and the District of Columbia impose stringent
confidentiality requirements on attorneys that protect the
privacy of clients far more effectively than provisions in the
GLBA.”

FTC Privacy Rule
16 CFR Part 313 (Nov. 1999)
• Company must provide “a clear and conspicuous
notice that accurately reflects [the company’s]
privacy policies and practices to: (1) Customer. . . .
and (2) Consumer.”
• Have to give privacy notice to customers and
generally to consumers as well.
• Must provide customers not only with initial
privacy notice, BUT ALSO with an annual privacy
notice.
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FTC Safeguards Rule
16 CFR Part 314 (May 2003)
• The FTC is tasked with enforcement of the GLBA and the Security of
Customer Information
•

“Financial institutions” includes any businesses, “regardless of size, that
are significantly engaged in providing financial products or services” (Real
Estate settlement services companies are included in FTC examples of
such companies).

• Requires companies to develop a written information security plan that
describes their program to protect customer information.
•

Plan must be appropriate to size and complexity of company, nature and
scope of activities, and sensitivity of customer information handled.
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FTC Safeguards Rule
16 CFR Part 314
•Must:
• Designate employee to coordinate information security
program
• Identify and assess risks to customer information and
evaluate effectiveness of current safeguards
• Design and implement a safeguards program and
regularly monitor/test it
• Select service providers to maintain safeguards and
oversee handling of customer information
• Evaluate and adjust the program in light of relevant
circumstances
RealEstateDataShield,Inc.©2014

12

2/2014

FTC Safeguards Rule, 16 CFR Part
314
• FTC recommendations include:
• Employee management and training for information
handling
• Risk assessment of systems, networks, and software
designs
• Upgrade information security program when
necessary
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16 C.F.R. 㼲 682: Any person who maintains
or
otherwise
possesses
consumer
information for a business purpose must
properly dispose of such information by
taking reasonable measures to protect
against unauthorized access to or use of the
information in connection with its disposal.
• Examples
of “reasonable measures”
include:
– Burning, pulverizing, or shredding
papers containing consumer information
so
that
the
information
cannot
practicably be read or reconstructed
– Destroying or erasing electronic media
containing consumer information so that
the information cannot practicably be
read or reconstructed

•
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• The CFPB budget comes directly from the
Federal Reserve, not Congress
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• Title X of Dodd-Frank authorizes the CFPB to
examine and obtain reports from supervised
banks and nonbanks for compliance with federal
consumer financial law.
• Real estate and title companies fall under this
provision.
• CFPB can also exercise its enforcement
authority when it identifies violations of the law.
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• CFPB expects supervised banks and nonbanks to have an
effective process for managing the risks of service provider
relationships
•

CFPB suggests:
(1) Conducting thorough due diligence to verify that service
provider understands and is capable of complying with
federal consumer financial law
(2) Requesting/reviewing service provider’s policies,
procedures, internal controls, and training materials to
ensure appropriate oversight and training
RealEstateDataShield,Inc.©2014
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CFPB: Requirements (cont.)
• CFPB suggests: [continued]
(3) Including clear expectations in contracts with
service providers as well as appropriate and
enforceable consequences for violations
(4) Establishing internal controls and on-going
monitoring to determine if service provider is
complying with federal consumer financial law
(5) Taking prompt action to address fully any
problems identified through the monitoring process,
including
termination
of
relationship
where
appropriate
RealEstateDataShield,Inc.©2014
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• Title company disposed of confidential customer
information in a unsecured dumpster and hackers
exploited security flaws in the company‘s network
• FTC found Nations Title in violation of:
(i) Gramm-Leach Bliley Act’s and Consumer Privacy
mandates;
(ii) The FTC Safeguards Rule, Privacy Rule and
Disposal Rule; and
(iii) The Fair and Accurate Credit Transactions Act.
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• Nations Title to:
(i)

(ii)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(ix)

Establish and implement a comprehensive written information security program,
addressing administration, technical (network) and physical safeguards appropriate to
size and complexity and sensitivity of the personal information collected about
consumers;
Designate an employee to be accountable for the company’s Information Security
Program;
Identify internal and external risks to security, confidentiality and integrity of personal
information;
Conduct employee training and management;
Conduct risk assessments of information systems, network security, information
processing and disposal;
Develop systems to prevent, detect, and respond to attacks, intrusions or other system
features;
Conduct regular risk assessment, testing and monitoring of the effectiveness of the
safeguards; key controls, systems and procedures;
Evaluate information security program regularly and incorporate any testing results into
their operations; and
Conduct initial and biannual assessments and reports from qualified objective,
independent third party professionals using standards generally accepted in the
21
RealEstateDataShield,Inc.©
profession for 20 years.
2014

• Certified Information System Security
Professional (CISSP);
• Certified Information Systems Auditors
(CISA);
• Global Information Assurance Certificate
holders (GIAC); and
• Similarly qualified person or organization.
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•

•

NYS Assembly Hearing on “Privacy in the Financial Services Industry” (March 2000)

– “It is important that the Insurance Department adopt implementing
regulations because the GLBA penalizes states that fail to adopt such
regulations.”
– “Department has been working steadily to implement the GLBA privacy
requirements.”
– “The Insurance Department will be vigorously exercising its compliance
oversight function to ensure that these privacy safeguards are being
observed in the market.”
Industry letters: Compliance with Privacy of Consumer Information (October
2001)
– “In conclusion, let me repeat that the Department will be examining for
compliance with the FTC rule. Institutions are urged to conduct their
own research on Part 313 (FTC Safeguards Rule) and not merely rely
upon the Department’s statement. “
RealEstateDataShield,Inc.©2014
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OCC Bulletin OCC 2013-29
October 30, 2013
“Third Party Relationships”
Bulletin
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• In the new 2013 OCC Third Party Relationship Bulletin, the
OCC speaks of “lessons learned” over the 12 years since
the publication of their 2001 OCC Third Party Relationship
Bulletin.
• Those “lessons” include:
(i) The increased use of outsourced service providers;
(ii) The increased complexity of the vendor relationship; and
(iii) The increased use of technology and the increased interconnectedness of third-party providers and banks.
RealEstateDataShield,Inc.©2014
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• These factors have combined to create a higher level of
“safety & soundness” risk and the OCC has concern that
banks may have generally failed to:
• Properly assess the risks associated with the use of such
third party providers;
• Perform adequate due diligence and on-going monitoring
of these relationships; and
• Appropriately enter into agreements with Service Providers
after properly assessing the third party’s internal risk
management capabilities.
RealEstateDataShield,Inc.©2014
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• Critical Activities: The OCC now expects “more
comprehensive and rigorous oversight of
relationships that involve critical activitiessignificant bank functions (e.g., payments,
clearing, settlements, custody) or shared services
(e.g., information technology)” or other activities
that could “have significant customer impacts.”
That the OCC has effectively created a new
category of higher-risk services or activities, which
include “settlements” is significant to our industry
and puts lender banks on notice that their
management of our industry practices is subject to
the highest level of regulator scrutiny.
RealEstateDataShield,Inc.©2014
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• On-Site Objective and Independent Audits & Reviews:
Banks expected to conduct appropriate due diligence before
entering into new third-party relationships (not relying merely
on prior experience) including on-site visits, independent
audits and periodic independent reviews when a third party is
engaged in providing critical activities.
• Senior Management and Bank Board of Directors: The
OCC goes beyond the earlier Bulletin to make clear that “a
bank’s failure to have an effective third-party risk
management process that is commensurate with the level of
risk, complexity of third party-relationships…may be an
unsafe and unsound banking practice.”
RealEstateDataShield,Inc.©2014
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• Information and Physical Security: As in their 2001 Interagency
Guidelines Establishing Standards for Safeguarding Customer
Information (the “2001 Interagency Guidelines”), this Bulletin
specifically addresses the need to assess a providers information
security program (including vulnerability and penetration testing).
• Safeguarding Customer Information, Non-Public Personally
Identifiable Information (“NPPI”) and Compliance with the
Gramm-Leach-Bliley Act (“GLBA”): Again, the OCC reinforces its
expectations that banks ensure that their third party relationships take
all measures required by the 2001 Interagency Guidelines and as set
forth in the GLBA to protect and safeguard customer information and
consumer non-public personally identifiable information and that the
banks themselves should monitor and audit for privacy compliance,
including business resilience and continuity planning, procedures and
systems.
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•

OCC Oversight & Supervisory Authority Over the Third Party Relationship:
Banks are required to include in their contracts with service providers provisions
that reference OCC oversight authority, including access to all work product.
“Therefore, the OCC generally has the authority to examine and regulate
the functions or operations performed or provided by third parties to the
same extent as if they were performed by the bank itself on its own
premises.” (emphasis supplied) Further, such contracts should include
provisions that allow banks to terminate service provider contracts, without
penalty, in the event the OCC directs them to terminate the relationship.

•

Customer Complaints: This Bulletin goes beyond the earlier one to not only
require a process for timely responding to customer complaints and notifying the
bank thereof, but further requiring third parties to “submit sufficient, timely and
usable information to enable the bank to analyze customer compliant activity and
trends for risk management purposes.”
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• Mission Statement
– ALTA seeks to guide its membership
on best practices to protect
consumers,
promote
quality
service, provide for ongoing
employee training, and meet legal
and market requirements.
– These practices are designed to
ensure a positive and compliant real
estate settlement experience.
– ALTA is publishing these best
practices as a benchmark for the
mortgage lending and real estate
settlement industry.
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1. Establish and maintain current license(s) as required to conduct the business
of title insurance and settlement services.
2. Adopt and maintain appropriate written procedures and controls for Escrow
Trust Accounts allowing for electronic verification of reconciliation.

3. Adopt and maintain a written privacy and information
security program to protect Non-public Personal
Information as required by local, state and federal law.
4. Adopt standard real estate settlement procedures and policies that ensure
compliance with Federal and State Consumer Financial Laws as applicable.
5. Adopt and maintain written procedures related to title policy production,
delivery, reporting and premium remittance.
6. Maintain appropriate professional liability insurance and fidelity coverage.
7. Adopt and maintain procedures for resolving consumer complaints.
RealEstateDataShield,Inc.©2014
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• Best Practice: Adopt and maintain a written privacy and
information security program to protect Non-public Personal
Information as required by local, state and federal law.

• Purpose: Federal and state laws (including the Gramm-Leach-Bliley
Act) require title companies to develop a written information security
program that describes their procedures to protect non-public customer
information.
– The program must be appropriate to the company’s size and
complexity, the nature and scope of the company’s activities, and the
sensitivity of the customer information the company handles
– The company must evaluate and adjust its program in light of
relevant circumstances, including changes in the company’s business
or operations, or the results of security testing and monitoring
RealEstateDataShield,Inc.©2014
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•
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Physical Security of NPPI
– Restrict access to NPPI to authorized employees who have
undergone background checks and credit reports at hiring
– Prohibit or control the use of removable media
– Use only secure delivery methods when transmitting NPPI
Network Security of NPPI
– Maintain and secure access to company information technology
– Develop guidelines for the appropriate use of company
information technology
– Ensure secure collection and transmission of NPPI
Disposal of NPPI
– Both federal and state law, including the FTC Disposal Rule,
require all NPPI to be disposed in a manner that protects against
unauthorized access to or use of the information
RealEstateDataShield,Inc.©2014
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•

Management and Training of Employees
– Ensure all staff—from the secretary to the CEO—are appropriately
trained on key data security and privacy laws, rules and regulations
– Ensure all employees are compliant with your company’s
information security plan
• Audit and Oversight of Service Providers
– Ensure your service providers are complying with their companies’
information security plans
– Take reasonable steps to select and retain only those service
providers that are capable of appropriately safeguarding NPPI
• Internal Oversight
– Review your company’s privacy and information security
procedures to detect the potential for improper disclosure of NPPI
RealEstateDataShield,Inc.©2014
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•

Establish a Disaster Management/Recovery Plan

•

Notification of Security Breaches to Customers and Law Enforcement
– 46 states have a data breach notification law; know the requirements
particular to your state so that you are prepared in the event of a breach
– N.C. General Statute Sections 75-61, 75-65: requires a breach
notification to the affected person following discovery or notification of
breach
– Post your company’s privacy and information security program on your
website or provide program information directly to customers in another
useable form
– When a breach is detected, your company should have a program to
inform customers and law enforcement as required by law
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•

Purpose
– Approximately 39% of all data breaches are caused by negligent
employees or contractors, and comprehensive training is the most effective
way to reduce this negligence.

•

Benefits
– The success of a company’s information security plan “depends largely on
the employees who implement it.” To kick start this success, the FTC
recommends training employees “to take basic steps to maintain the
security, confidentiality, and integrity of customer information.”

•

Expectations
– In addition to ALTA and FTC expectations, the CFPB and OCC have
emphasized in Bulletins and administrative proceedings that companies
must provide for an effective training and compliance management
program for all employees and service providers.
RealEstateDataShield,Inc.©2014
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The Key Recommendation
– “The most effective data security plans
deal with four key elements: physical
security, electronic security, employee
training, and the security practices of
contractors and service providers.” –
Federal Trade Commission
– Employee education and training is
one of the “best practices to thwart a
cyber attack.” – Symantec
– Security training for all data users is
the “best strategy for ensuring that a
major threat to data security … is
proactively addressed before more
breaches occur.” – Privacy Technical
Assistance Center
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•

The FTC looks for:
–
–
–
–

•

The CFPB looks for:
–
–
–

•

Appropriate training and oversight of employees and agents that have consumer contact
Comprehensive data security policies, procedures and internal controls
Compliance with federal consumer financial laws

Lenders look for:
–

•

Written data security policies
Sound document destruction policy and practice
Password protection procedures
Proof of ongoing staff training in data security and GLB Act compliance

Compliance by their Service Providers with federal and state laws, rules and regulations (e.g.
OCC & CFPB)

OCC looks for:
–

Oversight and management of Third Party Relationships, including: independent assessments,
due diligence and appropriate agreements, on-site, independent audits, safeguarding of NPPI,
etc.
RealEstateDataShield,Inc.©2014
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Practical Steps to Take:
; Develop all required privacy and data security
policies, procedures, and plans
;
;
;
;
;

;
;
;
;
;

Information Security Plan
Incident Response Plan
Disaster Recovery Plan
Secure Password Policy
Electronic Communications and Internet Use Policy

Assess your company’s risk profile
Educate and train your work force
Secure your work flows
Ensure compliance of all service providers
Implement a sound document destruction policy
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A. Administrative
B. Physical
C. Network
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1.
2.
3.
4.
5.
6.
7.
8.

Staff Training
Manual of Policies and Procedures
Privacy Notice
Shred-All Policy
Vendor Non-Disclosure Agreements (NDA’s)
Background checks on employees handling NPPI
Clean Desk, Office and Screen Policy
Authorized Devices
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Staff Training
1.
2.

Training is an essential element of creating and maintaining a
Privacy Smart culture and environment and is essential to
regulators.
“The most effective data security plans deal with four key
elements: physical security, electronic security, employee training,
and the security practices of contractors and service providers.”
(Federal Trade Commission, Protecting Personal Information: A Guide for
Business)

3.

An effective information security plan requires, “training
employees to take basic steps to maintain the security,
confidentiality, and integrity of customer information,” (April 2006:
FTC, Complying with the Safeguards Rule)

4.
5.

The CFPB “Supervisory Highlights” Bulletin, states that companies
“must provide for an effective training an compliance
management program for all employees and service providers”.
39% of all data breaches are caused by employee or contractor
negligence (Ponemon Institute, “2011 Cost of Data Breach Study”).
RealEstateDataShield,Inc.©2014
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2. Manual of Policies and Procedures
1. ALTA, the CFPB and the FTC require clearly
defined written policies and procedures to be
in place.
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3. Privacy Notice
1. FTC Privacy Rule States that financial institutions
are required to provide “a clear and conspicuous
notice” (i.e. a “Privacy Notice”) to customers and
consumers that accurately states the Institution’s
privacy policies and practices.
2. Client
1. Initially and annually
3. Consumer
1. Initially and at closing
RealEstateDataShield,Inc.©2014
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4. Shred-All Policy
1. Have a Shred-All Policy for your office. This
eliminates employee discretion and concern
that a document with NPPI could be
discarded improperly.
2. These should include, all paper and digital
media (USB, disks, hard drives, etc.)
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5. Vendor Non-Disclosure Agreements (NDAs)
1. Just as lenders are responsible for our actions,
title and settlement 3rd Party Service Providers
are also responsible for our sub-vendors.
2. To protect your company, your third party
vendors should be made to sign an NDA to
demonstrate that they to comply with State and
Federal privacy laws.
3. This can include, for example: IT consultants,
search companies, storage facilities,
accountant, etc.
RealEstateDataShield,Inc.©2014
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6. Background Checks on Employees Handling
NPPI
1. “Checking references or doing background
checks before hiring employees who will
have access to customer information.” (April
2006: FTC, Complying with the Safeguards
Rule)
2. Be sure to comply with State and Federal
Laws relating to how to use and handle any
“adverse” information in these searches.
RealEstateDataShield,Inc.©2014
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7. Clean Desk, Screen and Office Policy
1. All employees should keep files off of their desk
except for the file they are currently working on so
onlookers don’t see information they shouldn’t.
2. Staff’s desk should be cleared of all work and files
at days end.
3. When stepping away or even when at their desk,
staff shouldn’t keep unnecessary sensitive
information up on their screen unless they are
currently using said information.
4. Common areas that outside closers, etc. use should
be “clean” as well.
RealEstateDataShield,Inc.©2014
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8. Authorized Devices
1. You need to keep track of what devices are
connected to the office network.
1. This list needs to be kept up-to-date and old devices
should be restricted immediately upon removal.
2. This includes smart phones, tablets, computers, etc.

2. Companies need to also keep track of
unauthorized devices. Letting staff know if they
aren't allowed to use personal devices for work.
1. This also includes that work devices should only be
used for official work use.

RealEstateDataShield,Inc.©2014

1.
2.
3.
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5.
6.
7.
8.
9.

51

Entryway Security & Sign-in Log
Clean Desk Policy
Clean Office
Locked Filing Cabinets
Security Cameras
Privacy Screens
Locked Offices
Shredding of Paper and Digital Media
Locks on Computers
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1. Entryway Security
1. Invest in a good entryway lock system.
1. Consider having a FOB access system setup so
that staff access can be monitored and regulated.

2. Invest in a good security system.
3. Have a secondary door that separates your
main entry area from the main office.
4. Have a sign-in log for all visitors
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2. Clean Desk and Office Policy
1. When stepping away or even when at their
desk, staff shouldn’t keep sensitive
information on their desk or up on their
screen unless they are currently using the
information.
2. NPPI should not be left lying around the
office for any unauthorized person to take or
see.
3. At night all desks and office space should be
void of files or documents containing NPPI. 54
RealEstateDataShield,Inc.©2014
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3. Locked Filing Cabinets and Offices
1. All files should be secured at the end of the
day in locked filing cabinets to prevent
access by unauthorized personnel.
2. Senior staff’s offices should be individually
locked to prevent access by unauthorized
personnel.
3. This includes but is not limited to server
rooms, executive and manager offices.
RealEstateDataShield,Inc.©2014
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4. Security Camera System
1. Having security cameras is useful to see who
accessed your office and when. In case of a
breach both law enforcement and forensic
investigators will need and want to access these
records.
1. Remember if you wish to record during office hours,
then staff and visitors need to be notified by way of
posted notice. After hours is allowed without notice.
2. All video recordings should be stored for at least 3-6
months.
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5. Privacy Screens
1. Privacy Screens prevent unauthorized
people from viewing a monitor unless they
are seated at that desk.
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6. Server Room Security
1. Should be locked at all times.
2. Only a few authorized personnel should have
access.
3. Server should be on a raised rack not sitting on
the floor.
4. The rack itself needs to be securely fastened
(i.e. bolted to the floor and/or ceiling)
5. Room should be air conditioned to prevent over
heating.
6. Should have a battery backup for all equipment
on server rack.
RealEstateDataShield,Inc.©2014
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7. Shredding of Paper and Digital Media
1. Have numerous shredding bins stationed
around the office so it is easy and convenient
for staff to destroy/shred all documents.
2. These bins should be provided by your
shredding service and be locked at all times.
3. Collect weekly receipts of each shredding visit.
4. When disposing of digital media (floppy,
CD/DVD, Hard Drive, etc…) get receipts
confirming destruction.
RealEstateDataShield,Inc.©2014
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8. Locks on Computers
1. Keep computers physically locked in place
so a thief cannot easily remove the CPU
from the office.
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1.
2.
3.
4.
5.
6.
7.
8.

Password Protection
Computer Screen Timed Lockout
Using Various Brands of Firewalls (Defensive Depth)
Port Lockdown
Network Printers/Scanners
Restrictive Access to Programs, files etc.
Updates and Patches
Email Encryption
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1. Password Protection
1. All computers, servers and databases should be
password protected.
2. Passwords should be 9 or more characters in
length and should include a number, a symbol
and an uppercase letter.
3. Passwords should change at a minimum of
every 90 days.
4. Default Admin passwords, on any device or
system should be changed to something
unique.
RealEstateDataShield,Inc.©2014
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2. Computer Screen Timed Lockout
1. Computers should screens should lockout or
go to sleep mode after a certain amount of
inactivity as to prevent snooping by
unauthorized personnel.
2. Once awakened the computers should
require a password to prevent access by
unauthorized personnel.
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3. Using Various Brands of Firewalls
1. Multiple firewalls provide multiple levels of
security.
2. Having different providers is good because if
they are all the same company a hacker can
use the same protocols to defeat the same
type of security coding. Defense in depth is
essential.

RealEstateDataShield,Inc.©2014

65

4. Port Lockdown
1. Direct data port (DVD, USB, etc.) access can
bypass your network security and infect individual
computers directly. Also, depending on how your
network is set up can provide a less secure
backdoor into the rest of your network.
2. By locking down and preventing access to USB, CD
and other data ports another attack vector is
eliminated.
3. Employee negligence can lead to a major breach.
By locking down these ports you can reduce their
chances of bringing a virus into the system.
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5. Network Printer/Scanner
1. Copiers/printers have hard drives which
should be wiped weekly if not daily to ensure
a data thief can not steal more than 1 day’s
worth of NPPI by removing the hard drive.
2. Admin passwords should be changed from
the default passwords.
3. Limit remote access to service vendors.
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6. Restrictive Access
1. Principle of Least Privilege
1. Staff should only have access to files, folders or
programs on the network that they require to
perform their intended work responsibilities.
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7. Updates and Patches
1. Most software companies release updates and
patches to plug vulnerabilities and glitches that
hackers exploit.
2. All programs should be kept up-to-date and be
monitored with diligence.
1. Anti-virus or anti-malware software is useless if it isn't
current.
2. Breaches often result from vulnerabilities to programs
that have patches available but are not yet installed.
Often breaches occur in the time period between the
patch being distributed by the software company and
the user actually installing it.
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8. Email Encryption
1. Emails containing NPPI should only be sent
by email if the email is encrypted.
2. Make sure everyone who needs to be
trained on email encryption is trained on
email encryption.
1. They need to understand how to use it and when
to use it.
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Christopher J. Gulotta,
Founder & CEO

Paul Schwartz,
Chief Privacy Advisor

Richard, Purcell,
Courseware Developer

CEO and founder of Real Estate
Data Shield, The Gulotta Law
Group, and Paradigm Title Agency &
Settlement and has represented
institutional lenders in mortgage
finance transactions for more than
20 years. He has developed
compliance management platforms
for mortgage lenders, title
underwriters, and title and
settlement agents.

An international expert on
information privacy law, Professor
Schwartz assists corporations and
law firms with regulatory, policy,
and governance issues. As
professor of law at UC Berkeley
and Director of the Berkeley
Center for Law and Technology, he
has published widely on privacy
and data security topics.

A leading voice in consumer
privacy and data protection
challenges, Mr. Purcell is an
award-winning developer of
Web-based education and
training courses. As
Microsoft's original privacy
officer, he designed and
implemented one of the
world's largest and most
advanced privacy programs.
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1. Compliance Management Platform
1. Information Security Policy Templates;
2. Award winning Staff-Training e-courseware;
3. Company Self-Assessment tools;

2. Independent On-Site Security Audits; and
3. Security Certifications (ALTA Pillar No. 3,
GLBA, and FTC).
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•

Compliance is the New Marketing
– Position yourself to thrive in the new regulatory and contractual landscape and
“comply to survive” the recently strengthened standards
– Train your staff in privacy and security requirements and safeguards for non-public
personal information with our award-winning Data Security Awareness Courseware
– Demonstrate internal controls that comply with federal and state consumer privacy
and security laws, rules, and regulations using our Information Management
Compliance Manual with guidelines, procedures and policy templates
– Assess your overall compliance with an assessment of vulnerabilities to reveal gaps
and pinpoint critical areas for remediation

•

Compliance Management Platform™
– Prepare your company for lender compliance audits and contractual scrutiny
– Privacy and security law and regulations require it and regulators enforce it
– Lenders will contractually mandate it

Real Estate Data Shield, Inc.© 2014

StaffTraining

Policies&Procedures
•
•
•

•
•

•

ConsumerPrivacy
EmployeeData
Protection
AcceptableUseof
CompanyResources–
Employees
InformationSecurity
Information
Management– Third
Parties
SecurityBreach
Management

•

Information
ManagementforReal
EstateSettlement
ServicesCompanies

RiskSelfͲAssessment
•
•
•

•
•

Threatsand
Vulnerabilities
ControlsandSafeguards
Information
Management
Governance
SecurityInfrastructure–
PhysicalandTechnical
EmployeeAwareness
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•

Information Drives the Digital Economy
– Advanced technologies have created efficiencies
– Regulators are focusing on how transitions to digital information management require
oversight of critical financial services
– Major players are turning scrutiny toward service providers to protect their interests

•

Compliance As a Required Competency
– Comprehensive information management programs with documented policies and
procedures
– Regular risk assessment evaluation to detect and correct vulnerabilities
– Company-wide awareness and training communications

•

Real Estate Data Shield’s Compliance Management Platform™
– Guidance and templates for a comprehensive program, fully documented
– Self-assessments for adherence to regulatory and best practices standards
– Award-winning web-based training supported by robust reporting

You can only manage what you can
measure
Real Estate Data Shield, Inc.© 2014
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•

•

•

In conjunction with Real Estate Data Shield’s core products, Security Compliance Associates
(SCA) has developed an On-Site Assessment service specific to the Title & Settlement Industry.
– Upon successful completion of our certification bundle, a Certification will be issued:
evidencing that your company meets current ALTA Best Practices Pillar No. 3 and applicable
GLBA and FTC requirements. This Certification evidences your commitment to compliance
and data security and prepares you for lender or regulator audits, in addition to helping you
to ensure that you have a secure business environment.
SCA was formed in 2000 with over 13 years’ experience, in delivering world class IT Information
Security Assessment services throughout the United States. SCA employs credentialed engineers
and compliance professionals to meet any of your IT Information Security needs. SCA Engineers
have over 100+ years of combined IT Information Security experience, including, NASA Mission
Operations at Johnson Space Center, the Department of Defense and the National Intelligence
Community.
Matt Froning (CIO) Heads up SCA’s team of Information Security Professionals. Matt, a former
commissioned USAF Captain, was a Federal Agent and the Chief of Computer Investigations &
Operations for the Air Force Office of Special Investigations where he was responsible for
investigating, managing and directing the investigation of computer related criminal,
counterintelligence, counterespionage and fraud. Matt’s specialized skill sets provide unique and
difficult to achieve knowledge for SCA & Real Estate Data Shield clients.
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•

•

•

TITLE AND SETTLEMENT INFORMATION SECURITY PACKAGE
– ALTA Best Practice Pillar No. 3 Certification Process
– GLBA Information Security Gap Analysis
– Internal Vulnerability Assessment and Analysis
– External Vulnerability Assessment and Penetration Testing
– Data Facility Physical Security Assessment
– Social Engineering Assessment
– Security Officer on Demand
THE ABOVE PACKAGE MEETS THE FOLLOWING REGULATORY/COMPLIANCE TITLE AND SETTLEMENT
INFORMATION SECURITY REQUIREMENTS:
– ALTA, FDIC, CFPB, and GLBA Compliant Programs and Extensive IT Assessments.
SCA CERTIFICATION
– Upon successful completion of an information security package assessment with remediation action
completed, SCA will issue a certification to clients.
–
The SCA certification will reference compliance with current:
– ALTA Best Practice Pillar No.3;
– Gramm-Leach-Bliley Act; and
– FTC regulatory requirements as represented by SCA’s core Title and Settlement information Security
Package.
– SCA Best Practices for Information Security

RealEstateDataShield,Inc.©2014
2/2014

• Compliance must now be a core competency
• Compliance is the “NEW” marketing
• Lenders have identified Data Security as
their Number 1 concern with regard to their
Service providers
• Data Security compliance is the law and
lenders are more actively enforcing our
compliance requirements
• Prepare for Lender & Regulator audits now!
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Christopher J. Gulotta, Esq.
Founder & CEO
Real Estate Data Shield, Inc.
212-951-7302
cgulotta@redatashield.com
www.realestatedatashield.com
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